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Executive Summary

This report summarizes the work performed by mobileFOUNDATIONS, Inc. (mFI) under
Contract No. F33615-02-C-6003, a Phase II SBIR funded by the US Air Force Research

Laboratory’s Human Effectiveness Directorate at Wright-Patterson AFB.

The primary goal for Phase II was to develop a next-generation near-real-time satellite
monitoring and alerting system. This system would enable the Air Force to move towards
distributed space operations with enhanced anytime, anywhere situation awareness, with a
particular focus on Space Situation Awareness (SSA). This goal was driven by the Air Force
Space Command (AFSPC) Strdtegic Master Plan (SMP) FY04 and Beyond that lays out the Air
Force’s plan for achieving ifs Vision of “Global Vigilance, Reach, and Power.” The SMP states
that “we cannot fully ‘exploit’ that medium until we first ‘confrol’ it. The needed foundation,
therefore, consists of the space access and infrastructure provided by the Space Sﬁpport and
Mission Support areas...” The SMP calls for robust and real-time Space Situation Awareness
(SSA) and “on-demand” opefations, while at the same time calling for cost-effective and

responsive solutions.

Under the Phase II SBIR, mFI developed FASAT (Fast Access Situation Awareness Toolkit).
FASAT is a unique and powerful combination of tools that answers those challenges by enabling
rapid, reliable, and cost effective on-demand, distributed operations. FASAT combines that

general functionality with tools specifically targeted at dramatically improving spacecraft

mission operations, such as:




s Automated report-generation for anomalous events

o Integrated incident management and workflow technologies to streamline

operations
o An XML architecture fhat allows FASAT to accept data from ground systems
“via “plug-ins” |
e Support for ﬁﬁrd—paﬁy collaboration tools -

e Two-way wireless access to data via almost any device over any network

FASAT represents the state-of-the-art in monitoring and alert notificaiien’ for aerospace systems.
It delivers the right data to the right people, anytime and anywhere. The technologies déveiaped
by mFI under this Phase Il SBIR enable FASAT to monitor data from ground systems for user-
defined events of interest. It cén then log those data and distribute (via alerts) that data toany
commercial wireless data device. It then autonomousljmbnitors responses to the alerts (frbm
wireless devices) and performs any rollover ér call-down functions necessary to build the
appropriately staffed team of on-call personnel. FASAT’s architecture allows for the seamless
integration of COTS collaboration tools so that the on-demand team cén ceiiaborate
electronically. All told, FASAT provides the foundation for enabling on-demand mission
operations systems and distributed Space Situation Awareness. In addition, FASAT

technologies can be adapted to more general command and control environments.

This report describes: the Air Force’s needs for a FASAT-like tool, the functionality of FASAT, |
mFT’s development process, how FASAT supports the Air Force’s needs, and issues related to

wireless security and their impact on FASAT.
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1.0 Introduction
1.1 Strategic Master Plan Goals

The Air Force Space Command (AFSPC) Strategic Master Plan (SMP) for FY04 and Beyond
(Air Force Space Command, 2002) lays out the Air Force’s plan for achieving its Vision of
“Global Vigilance, Reach, and Power.” The Vision calls for “Space warfighting forces
providing continuous deterrence and prompt global engagement for America and its allies ...
through the contrbl and exploitation of space. Space warfighting forces are our people, weapon

systems and other capabilities that operate and employ space power in, from and through space.”

The SMP defines “Pillars of Space Capabilities,” with Space Support and Mission VSupport as the
foundations. The SMP states that “we cannot fully ‘exploit’ that medium until we first ‘control’
it. The needed foundation, therefore, consists of the space access and infrastructure provided by
the Space Support and Mission Support areas...” The SMP calls for robust and real-time Space
- Situation Awareness (SSA) and “on-demand” operations, while at the same time calling for cost-

- effective and responsive solutions.

1.2 The Challenge

The US Air Force supports a wide variety of spacecraft that serve different functions (e.g.,
communications, early warning, weather, navigation). Each space operations squadron (SOPS)

has some unique ground systems and procedures, but the majority of the operational activities

are the same.

Today, the SOPS use dated hardware and software, placing an unnecessary burden on the

operations personnel. The user interfaces on deployed systems are antiquated and provide few




job aids (Mejdal, McCauley, and Remington, 1999). Crewmembers often use paper and pencil

for planning and anomaly resolution. A few examples help to illustrate the éperator’s

environment:

e Itis common to find operators nionitoring large screeiis of dynamic teiemetry looking for
anomalous data. A typical sateliite will have thousands of pMetem that must be
monitored. Even simple color-coding is not implemented at éeme SOPS.

s Crewmembers generally mﬁst type in commands via a command line. This activity is
highly prone to error, so at least two crewmembers perform commané entry: one to type,
and one to watch for typos. |

e To resolve anomalies, crewmembers must manually navigate through papér checklists td
know what to do or whém to contact for assistance.

e All anomaly tracking is done manually, via hand entry into databases (that contain no
workflow).

» When console crewmembers need assistance in resciving anomalies, they must

physically find the appropriate personnel for support.

There are areas where the infusion of new and inncvativé technologies could gfeaﬂy benefit the
Air Force. These new technologies could also address thé SMP calls for the SOPS to move
towards “’I‘ataI'Space Situation Awareness,” “Autonomy,” and “Oﬁ—bemaﬁci Operations.”
Most technologies now under evaluation focus on providing better tools for the on-console
crewmembers, such as graphical user interfaces for command manégement and anomaly
detection. These tools are the first step in reaching the Air Forée’s vision. The technologies

described in this report can significantly further progress toward the Air Force’s vision.
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1.3 Obijectives

Under Phase I and Phase II Small Business Innovative Research contracts with the Air Force
Research Laboratory’s Human Effectiveness Directorate, mobileFOUNDATIONS, Inc. (mFI)
proposed to develop a s&stem that could assist the Air Force in achieving the objectives of
improved Space Situation Awareness (SSA), “on-demand” operations, and cost-effective and
responsive approaches. mFI proposed that properly designed tools that provide advanced
automation and remote collaboration can significantly reduce the operators’ burden, while
increasing distributed situation awareness. Such tools can enable a paradigm shift from
traditional 24 by 7 on-console operations to highly antomated operations, in which many of the
traditional monitoring tasks are handled autonomously. When problems occur, the tools can
rapidly assemble appropriately skilled response crews, regardless of location. This concept
transforms a valuable crew from task monitors to on-demand supervisors, freeing them to
perform vital and cognitively challenging tasks such as planning and anomaly resolution. Not
only is this approach cost effective, but it also provides for a better allocation of limited

resources.

mFI’s Phase I SBIR results determined that a system to be deployed to enable on-demand Air

Force space operations would need to:

1. Work in a real-time manner (i.e., process telemetry streams in near-real-time and send

and receive alerts from those streams as new events occur)

2. Incorporate an appropriately designed human factored user interface



3. Incorporate advanced collaboration tools (e.g., screen sharing and whiteboarding) for

distributed crew’anytime, anywhere access to data
4. Support open standards (e.g., SQL databases, XML)

Thus, our pri;ﬁéry goal for Phase II was to develop a next-generation near-real-time system that
would enable the Air ‘F{}r{:e to move towards distributed space operations wfﬁz enhanced azzyfz‘mé,
anywhere situation awareness, with a particular focus on Space Situation Awareness (SSA). Our
vision of on-demand Gpérations and anytime, anywhere access to personnel and &ata is shown in‘
Figure 1. This figure illustrates that with the proper ioois, the traditional opgratians center
becomes “virtual.” On-site engineers, specialists, and supervisors are immediately notified of
critical events. If needed, remote personnel can be automatically notified and can share data and

applications with on-site personnel to resolve anomalies or rapidly act on events of interest.

L TR e —

e omm oo oo wm omm o m  w we

- Troops in
Other Military : )
- Locations the Field Contractors

Figure 1. Vision of On-Demand Operations
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Our Phase II SBIR focused on developing the core technologies to support the above
requirements. Our primary focus was on near-real-time monitoring, incident management, and
alerting functions. A secondary focus was on tying in real-time collaboration tools to support

distributed communication and the sharing of data and applications.

1.4 Content of Report

This document serves as the final report for our Phase II effort. First, we describe the resulting
software product from this Phase II, FASAT (Fast Access Situation Awareness Toolkit).
FASAT is a unique and powerful combination of tools that enables reliable and cost effective on-
demand, distributed operations. FASAT combines that geﬁeral fuﬂctionality with tools
specifically targeted at dramatically improving spacecraft mission operations, such as:

» Automated report-generation for anomalous events

+ Integrated incident management and workflow technologies to streamline operations

¢ An XML architecture that accepts data from ground systems via “plug-ins”

¢ Support for third-party collaboration tools

o Two-way wireless access to data via almost any device over any network
In addition, FASAT is highly usable (it incorporates mFI’s IncidentPortal™ user interface) and

standards-compliant. A high-level view of FASAT’s core functionality is shown in Figure 2.




Figure 2. High-Level View of FASAT

Then, we describe the activities we conducted to analyze and understand the users and their
needs and to investigate critical technical issues: near-real-time ménitaring, incident

management, and alerting.



2.0 Overview of FASAT Design

This section provides a high-level overview of the software design of FASAT.

2.1 Architecture of System

In order to build a FASAT system that could process streams of telemetry, we could not use the
same architecture as the enhanced SERS system from the Phase I SBIR. The three most

significant elements of FASAT developed under this Phase II SBIR are the:

a. Near Real-Time Stream Processor. The Stream Processor subscribes to and
listens for data from the streaming data sources. The Stream Processor is also

responsible for performing data parsing and filtering “on the fly.”

b. Incident Engine. The Incident Engine manages the incidents, such as when
incidents start, when they end, what event data belongs with which incident, when

to notify responders about updates, etc.

c. Alerting Engine. The Alerting Engine decides whom to notify when a new
incident occurs, how to notify them (which devices), and whom to notify when

the currently alerted person doesn’t respond in the allotted time period.

FASAT also leverages existing mFI technologies. The user interface and database structure are

from mFI’s commercial Homeland Security product, IncidentPortal™,

After evaluating different technologies, we decided to implement all of these systems using J ava

and to interconnect the systems using Web services and sockets. The architecture diagram of




FASAT (Figure 3) also shows the basic information and process flow, which will be described

later in this section.

FASAT
Spacecraft Telemetry -
Ground System Near Real-time
@ Stream Processor
@ Web
’Sea:rice

incident Tomcat
Engine Web Server

> hfessagingk
@ Gateway

Figure 3. High-Level FASAT Architecture

. 2.2 FASAT Process Flow

In Figm'e 3 above, Sequence #1 shows a data stream feeding into fhe Near Real-Time Stream
Processor. The Stream Processor parses and filters thé data stream, 1ookiﬁg for event data that
match the criteria users defined in FASAT. Evént data that match the criteria are sent to the
Iacideﬁt‘Engine via a Web service éaii (Sequence #2). We used Web services to allow the
Stream Processor and the Incident Engine to be distributed across a comimter network. We .aIss |
wanted an open architecture to allow other processes similar to our Stream Processor to be a%aié ’

to send data to FASAT.




The Incident Engine collects the event data, and decides when to start a new incident, or notify
users of an update to an existing incident. When the Incident Engine decides that users need to
be notified of something, it communicates directly with the Alerting Engine (Sequence #3). The
Alerting Engine is responsible for determining which specific users to notify, on what devices,
and who gets notified next in case the primary user defers or fails to respond in a given period of
time. The Alerting Engine sends its outgoing messages to users via the Messaging Gateway
(Sequence #4). As replies come back from users, the Alerting Engine informs the Incident

Engine (Sequence #5).

The Messaging Gateway is responsible for delivering individual messages to individual people.
It knows nothing about the messages it delivers, only how to route the message content to
specific carriers and what protocols to use. The Messaging Gateway uses either WCTP
(Wireless Communications Transfer Protocol) or SNPP (Simple Network Pager Protocol) to
co@Mcate with a user who has a 2-way Pager (Sequence #6), and it uses SMTP (Simple Mail
Transfer Protocol) to commuricate with a user who wants to be notiﬁed via email (Sequence #7).
The 2-way Pager user can read the alert notification and all of the details right on the pager, then
respond via the Pager. This response flows back through the Messaging Gateway to the Alerting

Engine, which processes the response and notifies the Incident Engine if appropriate.

PC users who received their alert notification via email would probably use the URL contained
within the email message to access the Incident Report via their Web browsers on their PC’s.
The Web browser connects to the FASAT User Interface, running on a Tomcat Web Server

(Sequence #8). The user interface allows the user to view the complete Incident Report and to

respond to the alert notification.




At the heart of the system is a MySQL Database. Besides being the central repository for all of
the data related to FASAT, we also utilized the master/slave functionality of MYSQL, which
allows the data to be replicated to another database server. Since FASAT is to be used in
mission critical applications, all of the FASAT cem;jonents have failover capability built-in. Ifa
single precesé fails on a machine (like an Alerting Engine process, for instance) or stops running,k
a backup Alert Engine process will automatically wake up and begin processing where the
former Alerting Engine process left off. Similarly, if an entire machine becomes unavailable,a
backup machine with a completev replica of the database and all appiicatiéns wili become

available for users until the primary machine is restored.
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3.0 Analysis

3.1 Leverage Past Experience
3.1.1 NASA Work

Going to distributed on-demand operations can save money and better utilize personnel, but it
must not significantly d¢grade the quality of operati—ons.. That is, it must not lower the system’s
overall effectiveness. Improper implementation of automation can lead to catasfrophic ‘

" consequences, including the loss of the space vehicle, opening the operating agency to harsh

criticism (Trimble, 2000).

When NASA’s Goddard Space Flight Center (NASA-GSFC) decided it needed to move to on-
demand operations to reduce the cost of operations, it determined that in order to meet these
sometimes-conflicting demands, the system must: (1) be easy to use, (2) reduce workload, (3)

have flexible communications, (4) be reliable, and (5) be cost effective.

To accomplish these objectives, NASA-GSFC sponsored the development of a Web-based
system called The Spacecraft Emergency Response System (SERS) (Fox et al., 2000; Fox et al.,
1999a; Breed et al., 1999; Fox et al., 1999b; Fox, et al., 1998; and Baker. et al., 1997). SERS
automates many of the monitoring, reporting, notification, and team management activities

required for on-demand operations. When SERS detects a problem, it:

e Contacts appropriate on-call personnel
e Automatically generates all necessary reports and documentation

e Enables cooperative work by on-call personnel at distributed locations via wireless two-

way communications. -




SERS accomplishes these activities via its core functions:

U Inteiiigent Workflow — SERS dynamically creates teams, alerts team members, and
facilitates their communication and collaboration based on its sophisticated knowledge
base. |

e ' 2-Way Wireless Communications — SERS not only alerts teém membe:s by their wireie§s ‘
devices, but also allows the team mgmbers to respond via their device to trigger
additional actions‘ and workflow proce§Ses. A key to SERS’ usability is that
cemmunicatiens are tailored to the characteristics of each wireless éevice (Fox et al.,
2000).

e Flexible Communications — SERS communicates with and responds to triggers from
almost any front-end device or process (e.g., a signal indi¢ating an irregular heartbeat
from a heart nﬁeniter’ing device or the notice of é plane crash). This ﬂcﬁibﬁﬁty to interact
with currently deployed systems preteéts clients’ previous investments, |

s Automated Repérting and Routing — SERS autaﬁlatiéailj generates apprepriaté
paperwork (e.g., a problem report or an updéte to a patient record) based on the specific
event. SERS also manages the workflow précesses of the rouﬁng of | reperts.

e Web User Interface — All SERS egeraﬁenai and cenfigm'atiﬂn functiﬁns are accessed via

an integrated, a highly usable Web (HTML and Java) user interface.
A typical NASA mission using SERS generally needs only one éperatar working a single shift 8

hours/day, 5 days/week. Prior to SERS, a typical satellite operations center employed 2 - 3

operators per 8-hour shift, 3 shifts/day, and 7 daysfweek.
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Despite SERS’ capabilities, the direct application of the SERS system to Air Force operations is

limited because:
e SERS bnly supports post-pass operations.
e There is a significant delay in sending out alerts.
o There is no way to keep remote personnel up to date on status changes.
e SERS hasno abilify for remote personnel to collaborate.
o SERS is based on proprietary legacy software (Lotus Domino).

However, mFI used the lessons learned from the deployment and operations of SERS in the

design of FASAT. Many of the issues regarding space operations for NASA are common to all

space operations.
3.1.2 Phase | Work

In Phase I, our goals were to conduct a project to: (1) understand Air Force users (human
effectiveness) and architectural requirements; (2) study the impacts of current high-risk
technology issues,‘ such as wireless security; (3) demonstrate a proof-of-concept functional
prototype based upon the Spacecraft Emergency Response System (SERS), which mFI’s staff
built for NASA; and (4) identify essential capabilities needed for Phase II operational

prototyping.

Our studies primarily focused on evaluating current operations at the Center for Research
Support (CERES) at the Schriever AFB. The Air Force and mFI both felt that this was the most

appropriate environment for our research efforts since: (1) the majority of the CERES’ staff are
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ex-Air Force mission operations personnel and (2) it is the CERES’ mission to support such

technology demonstration and evaluation activities.

We collected requiremeﬁts from severai\ sources. The on-site contextual in§niﬁes that we
conducted with both the CERES operatérs and the technicalystaff (software and architectural)
proved to be extremely valuable sources of data. Another importént source of data was Air
Force docmnentaﬁon. In particular the RSC and CERES SYST, EM DESCRIPTION: A GUEQE
FOR CUSTOMERS AND USERS was very useful. That document provides detaiis' on tﬁe_

current “CERES Architecture,” called the COTS Based Real-time Architecture (COBRA).
' In our Phase I human effectiveness studies, we were able to:

e Gain a firm (though hitheveI) understanding of how the Air Force currently performs
space operations at CERES and at the SOPS.

e Collect feedback on what types of technalégies would be of assistance to the Air Force.

e Understand many of the user (skills and capabilities) and Qrganizaﬁoﬁal (political and
procedural) chéilenges and obstacles to int;'oducing advanced aﬁtematicn into an Air
Force operational environment.

e Document the human effectiveness research that would need to Be cenducted in our -
propase& Phase IT éffoﬁ, |

e Develop a list of capabilities that would be required for the Phase I and Phase II
prototypes. |

e Specify the necessary features for our Phase I proof-of-concept to show the feasibility of

our approach.
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In our architectural (software design) studies, we were able to:

e Assess how advanced automation can be applied within the CERES COBRA architecture
(the one upon which the proof-of-concept prototype was based).

* Develop a list of technical capabilities that will be required to implement the functions
identified in the human effectiveness studies.

¢ Determine how to implement the capabilities in enough fidelity to demonstrate their
utility in the Phase I proof-of-concept prototype.

¢ Determine what enhancements would be needed to make the SERS software operational

within a CERES environment.

More specifically, we found that:

* Air Force operators can function in a distributed and wireless environment.

* We can seamlessly integrate COTS collaboration software with mission operations
software.

* We can develop software to respond to triggers in near-real-time. Although we did not
develop such software in Phase I, we defined some approaches towards satisfying this
need.

* End-to-end security is possible using either COTS or custom tools.

¢ Our software can interface with a modern Air Force ground system (CERES’ COBRA).

e The Air Force needed additioﬁal functionality. For some functionality, we demonstrated
the feasibility of the new functions in our prototype. For othérs, we defined the

functionality and the approach we would take to develop it.




3.2 Evaluate Situation Awareness
321 Introduction

As mentioned above, one of the major goals in the Strategic Master Plan is to achieve “Space
Situation Awareness (SSA).” Before designing a system to maxiﬁﬁze situation awareness, we
reviewed the situation awareness literature to determine the issues that woul& impact the design.
In ﬂ;is section, we define situation awareness, address why it is important for ﬂzis effort, and

discuss several issues that impact our design.
3.2.2 Definition of Situation Awareness

The term “Situation Awareness” (SA) comes from aviation, and generally refers to the pilot’s
understanding of the situation around them. A basic definition of SA is “knowing what is going
on around you” (Endsley, 2000, p. 5). However, SA is more complicated than that. For

example, Endsley (1995) further defines SA as:

...the perception of the elements in the environment within a
volume of time and space, the comprehension of their nieaning,

and the projection of their status in the near future. (p. 36)

As one of the early investigators of situaﬁen awareness in aviation, Endsley further explained her |
definition of SA by deconstructing the concept into three Iex?e}s. At each level, there are
psychological phenomena that influence an individual’s SA. Theories that explain the individual
phenomena, therefore, can then help explain the state of SA. The three levels of SA identified byi

Endsley are:
Level 1 — Perception
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Level 2 — Comprehension

Level 3 — Projection

Level 1 SA is concerned with “Does the user perceive the relevant cues?” The research on
perception covers a variety of issues such as saliency of the cue and attentional demands of the

user.

Level 2 SA evaluates “Does the user understand the relevant cues?” At this level, the concerns -
are whether the user can correctly interpret the meaning and significance of the cues. A variety

of factors can affect this process, including skill, training, workload, and stress.

Level 3 SA addresses “Can the user predict how the system will respond based on the current
situation?” This ability is usually developed through training and experience. Users consider
not only the current state of the system to predict future performance, but also past states and

rates and trends of change.

Many researchers defer to Endsley’s definition or use it as a basis for their own. (Fracker, 1988,
Salas er al., 1995, Nofi, 2000). Others, though, have somewhat different ideas of SA and how it

fits into the attention and memory system.

For example, McNeese and Vidulich (2002) discuss the broader role of Cogﬁitive Systems
Engineering (CSE) in the development of usable human computer interfaces for decision support
systemé. They suggest that the goal of CSE is to avoid “cogminutia fragmentosa,” wherein “the
worker’s cognitive world breaks down into small, isolated strands of thought as unanticipated

events transpire. There can be a loss of meaning or control as the worker becomes separated
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from the demands of his or her work, and many remain lost in terms of comprehending the

emerging elements of a situation” (p. xi).

Basically, when cogminutia ﬁ*agmentoéa occurs, the individual focuses on épecigﬁc details and

‘ begins to lose SA. | As this continues, he or she moves farther away from a connection to the
overall picture and becomes less and less capable of relating the immediate cues and information
to a broader context or situation. The authors state that systems design must take into account
the operators’ need for a coherent picture and a flexible stractme’that will keep them informed
when unexpected situations occur. This, they claim, is where Cognitive Systems Engineering

becomes important.

3.23 The Importance of Situation Awareness in Space Operations

With today’s complex satellite systems, human operators often cannot process all the data
themselves. For example, operators could not manage the thousands of parameters used for eéch
mission without assistance. As systems have become more complex, the opefators’ roles have
evolved from “active management,” where they monitor every aspect of the system and respond
to problems themselves, to “supervisary control,” 'évhere they only respond to préblems
iéentiﬁeﬁ by the monitoring system. In some cases of supervisory control, the monitoring
system can even recommend a course of action, but the final decision is left to the cperaters.»
The goal of supervisory control is to get both humans ané computers to do what they do best .

(Adams, Tenny, and Pew, 1995).

As a “supervisor,” when alerted of a problem, the operator must first review the relevant data to
learn what has happened, then formulate a response. Unless the information is easily accessible,

operators may have trouble transitioning from “passive observer” to “active participant” quickly
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(Sheridan, 1980); In this paradigm of “supervisory control,” it is critical for operators to have all
the information they need when they respond to a problem. This understanding of the situation,
or “situation awareness,” is critical for the operators fo respond appropriately to problems
(Adams, Tenny, and Pew, 1995). In cases of reduced crew operations, the operator is brought in
only to respond to problems or potential problems. While cost effective, this approach requires a
system that presents the operators with the information they need, in a format they can interpret
quickly, to insure they perceive all the relevant information without being overloaded (Adams,
Tenny, and Pew, 1995). From the information they perceive, operators must rapidly assess the

state of the system, prioritize response(s), and then take appropriate actions.

The challenge for designers is magnified when the operators use hand-held computers. These
mobile devices often have very small screens, poor input mechanisms, limited graphics
capabilities, and slow transmission rates (Fox et al., 2000; Sheridan, 1980), making it especially

challenging to display sufficient information.

The specific design implications of SA on FASAT are described below in the Design Process

section of this report.

4.0 mFI's Design Process for FASAT

This section describes how FASAT supports SA. This section will address the design challenges
and FASAT design decision for these SA issues. More specifically, it maps FASAT’s
capabilities to Albers’ (1999) three specific design goals for complex decision making. Albers’

(1999) suggests three specific design goals for complex decision making:
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(1) Rather than simply providing the information, the design must assist in problem
recognition and provide the information to define the situation and support decision

making.

(2) The design must present the new and old information and assist in integrating the

information into the user’s mental model to support decision making.

(3) The design must support follow-on analysis of the problem to verify that a correct

decision was made and that the overall situation is proceeding in the expected manner.

4.1 Rather than simply providing the information, the design must assist in problem
recognition and provide the information to define the situation and support decision

making.

FASAT is designed to facilitate ’un{ierstanding of situations by agg?egating information based én "
user-defined characteristics and providing additional information as requested. As des;ribed i
above, the users themselves define the filters FASAT uses to identify relevant data and the
workflow FASAT follows in sending out alerts. Since the information in the aieff:s i§ designed to
reflect the way that users classify events, the users are able to understand the nature and |
significance of the probiems FASAT identifies. Albers (1999) states that “once users believe
they understand the problem, they tend i‘a reach a decision quickly,” which z’neéns that “the

information to prove or disprove the classification must be quick and easy to obtain.” (p. 156).

FASAT further supports the decision making process by providing the users quick access to
additional infonnatien through its Web portal. Users may access the history of any incident
through incident reports on the Web, and they may also view information added by other

- responders. This allows users to see how the incident has developed over time.
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4.1.1 FASAT Data Sources and Types

FASAT allows users to indicate (1) what data to monitor, (2) what patterns constitute an
incident, (3) whom to notify about an incident, and (4) what to tell them. When an incident
occurs, FASAT automatically determines what specific content goes to which people at what

time and via what methods. To accomplish these tasks, we designed FASAT to have Filters and

Notifications, tied together in Scenarios.

The first step in building Scenarios is giving the Scenario a name, entering description, selecting

the data source (e.g., ITOS), and either enabling or disabling the Scenario. See Figure 4, below.

L,‘,.“:Bé’él& to Main orkspa(;'ie‘":(cince, “Ediy Add N:iii'ivficatlnn

*denotes required field

“ScenarioName: [Batervlow  Giphanumericonty)

*Scenario Status: & Enable ¢ Disable

Description: l'rrigger by event messeges related to low battery =i
srate.
Impacts: foas of satellite ]

bt

_ Figurei4. Form for Defining Basic Information for the “BatteryLow” Scenario




41.2 Filters

Next, the user defines the “events of interest,” such as out-of-bounds parameters or particular

messages. Users do this by adding filters. There are two types of filters in FASAT:
¢ “Include” Filters that define what patﬁems should trigger an incident

o “Exclude” Filters that define what patterns should not trigger an incident.

4.1.2.1 Filters used in FASAT
In the space domain, FASAT will typically monitor the event messages or log files outputted
from a ground system. To vaiiégte our system, we needed a data source that could stream data to
our system. Since we were unable to gét actual Air Force spacecraft telemetry system to feed us
data, for the majority of our testing we decided to use étreaming telemetry data from the ITOS

(Hammers, 2003) ground system used at NASA GSFC.

ITOS has many different data streams to which to subscribe. We chose to use the event data
stream provided through “evtforwarr ,” a process associated with an ITOS system that is
responsible for forwarding event data to external applications. The event data can be parsed inte'r
separate tokens, which can then be filtered on' a variéty i)f criteria; The Event Codes in ITOS are

described in Table 1. Some sample ITOS event data appears below:

02 02-345-06:06:55 YEL _VIOL: Yellow low violation AGY1X cnv'=0.6787741 at 02-
344-03:25:18.50901

29 02-345-06:01:40 CFG_ALERT: configuration rgnengtrend: "Command rejection
occurred (CIREJREASON)" at 02-344-04:06:21.01991
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This can be parsed into the following fields: 2 digit Event Numeric Code, Date Time stamp in

Julian format, Event Code, Event Message.

For event messages, like Yellow and Red Limit Violations, the data in the Event Message is

parsed further, into color value, status (high or low), mnemonic name, mnemonic value, and date

and time when the mnemonic value was recorded.

We configured the Stream Processor to parse the ITOS data stream, and to apply filters on the
data. Some filters that we designed were very general, .such as “match on any data with an event
code of “CFG_ERROR”. Some were very specific, such as “match on YEL_VIOL events with
mnemonic AGYIX in a high state”. We designed others as exceptions: “match on any TM_MSG

events except for ones where the Message contains A1X23”.

The filters we used for testing were primarily looking for Limit Violation data (RED_VIOL and
YEL_VIOL Event Types). We also setup filters to look for certain keywords as part of other

Event Types, like CFG_ALERT messages.

4.1.2.2 Setting Up Filters

Once users have established scenarios, they add filters. They first eﬁter the filter name and
description, then they select the data source (e.g., ITOS) and whether the filter is enabled (see
Figure 5). Next, users add “Filter Elements” which define individual parameters (elements) of
the Filter. FASAT uses drop-down menus for this, eliminating the need for the user to have

either a detailed understanding of the data source or cofnplex Boolean logic (see Figure 6).

Afier the form has been submitted, FASAT automatically creates alI of the Boolean constructs

and populates that information back in the Filter form for the Scenario (see Figure 5).




enum code | Meaning
NULL EVENT 0 | Unknown event type; can't be filtered.
RED_VIOL 1| Ared limits violation occurred.
YEL VIOL 2 | A Yellow limits violation occurred.
DEL _VIOL 3 | A Delta limits violation occurred.
IN_LIMITS 4 | A value went back in limits.
T™M_MSG 5 | Telemetry informational message.
™ WARN 6 | Telemetry warning message.
TM_ERROR __7 | General telemetry error message.
CMD_EVENT 8 | Command event.
CMD_VERIFY 9 | Command verify/no-verify message.
CFG_ERROR 10 | Configuration error message.
CMD_MSG 11 | Command informational message.
CMD_WARN 12 | Command warning message.
CMD ERROR 13 | General command error message.
CMD TF 14 | Command transfer frame echoed in hex.
OPER_ERROR 15 | STOL Operator error.
STOL_ECHO 16 | STOL echo of directives.
STOL _MSG 17 | STOL MSG directive message.
STOL_WARN 18 | STOL warning message.
STOL_ERROR 19 | STOL error message.
DSP MSG 20 | Display informational message.
DSP_ WARN 21 | Display warning message.
DSP_ERROR 22 | Display error message.
FTCP_MSG 23 | FTCP xmit proc informational message.
FTCP_WARN 24 | FTCP xmit proc warning message.
FTCP_ERROR 25 | FTCP xmit proc error message.

System cali failure message - call a
SYS_ERROR 26 | programmer!. ~ ; ,
TCW_FAULT 27 | Serious error message - call a programmerl.
SC_EVENT 28 | Spacecraft event message.
CFG_ALERT 29 | Configuration monitor alert message.
DEBUG _EVT 30 | A debugging message.
SDP_MSG 31 | Science Data Processing message.
SDP_WARN 32 | Science Data Processing warning.
SDP_ERROR 33 | Science Data Processing error.
CTLR MSG 31 | Controller message.
CTLR_WARN 32 | Controller warning.
CTLR_ERROR 33 | Controfier error.

Table 1. ITOS Event Codes
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s (Concei £

sdenodies tequited field

*Filter Name: {Battery Parameters

Description: {Thess ere svent messages that rapresent low e |
hattery anomalies,

*Data Source:

Enable Filter & Yes € No

EventType = CFG_ALERT

| AND Message = PSBAT

EventType = RED_VIOL' Y P ——
AND MnemonicName = PSBAT Edﬂl -Delete

EventType = 'YEL_VIOL —
AND MnemonicName = ‘PSBAT’ Edit I Delete’ ]

- :Add Filter Element

:Add Fitar Element

“Subiit

Figure 5. Form for Building a Filter for the “BatteryLow” Scenario

25




Filter Elements

4 Backts Maln Warkspic (Can

Description: | : =]

Field Operation Value
EvenfType  =i||Matches  =flfCFGAERT | Geer]

AND|[Message ] |[Matches psgAT | Cear

-{-Clear

Clear

| Clear’

- Subiit

Figure 6. Form for selecting Filter Elements for the Filter in Figure 5 (Above)

4.1.3 Notifications

Users define whom to notify and how to notify them for each scenario with Notifications (see

| Figure 7). The Notification page allows the user to define:
e Whom to notify (by position or name)
e Method of notification (rollover, round robin, group, or infannatienéi) ;
o An alert message to send with the Notification

» Specific fields from the data file to go to this notification group.
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Notification

' Back to Main Warkspace [Cancel EdiY Delete Nof

*denotes raquired field

S
; g”
i
i

*8cenario Name: BatteryLow

“Nofification Name: [BateryEnginger

Send Notffications: & By Position € By Name

*Position: | Batery Engineer ]

Method Rollovers Destription
N .- Automates cak-down process going pnee through the
& Roltover *Rolioverin{10  : minutes scheduted fist for the abave postion, even if no one
u... o .
. Automates call-down process cortinugusty looning through
£ Rountd Robin *Rolioverin]10 minutes [the scheduled list for the sbove postion urti someone
LA reqpond.
6 N No Rallover Serids slert notifications to everyone.
- Grou : j )
oup Notify Response required by :{One v
Sends glert notifications to everyone assigned 1o the above
€ Informational Na Roltover |postion, but does ot require a response from anyone.

“Contact Type: & Emergency € Non-Emergency

AertMessage: LowBattery

include Flelds: | Event Number
I~ Event Type
I Mnemonic
™ Mnemonic Value
™ Mnemonic Date
¥ Status
¥ Message

Figure 7. Form Deﬁning a Notification for the “BatteryLow” Scenario
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All of the filter and notification input is summarized in the Scenario view screen, as shown

below in Figure 8.

Administration v

A b . v ie @ﬁslp% Logout
Scenario Name Status
¥ Batiervi ow . Enabled
Notification Batlery Engineer
Notification On Call Operators
Filter Battery Parameters
¥ Communications Enahled
¥ Generaifbvent ‘ Engbled
¥ Network : Enabled
» Payload Enabled
¥ Tigeat Enabled

Figure 8. The Summary View for the “BatteryLow” Scenario

4.2 The design must present the new and old information and assist in ikntegrating the

information into the user’s mental model to support decision making.

In order to ensure that users are able to understand a situation in its appropriate context, the first
alert regarding an incident (the Initial Notification) includes all the information requested in the
scenario’s Notification. This ensures that users receive all of the appropriate information. This

initial information remains accessible on users’ devices as long as they do not delete it.
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In order to ensure that users remain aware of the situation as it changes, FASAT can provide
current information both a) until the users respond to the notification and b) after the users have

accepted or deferred responsibility for an alert.

a) Users who have not yet responded to the notification may be either busy or unable to
receive notifications. Either way, users should have access to the most current
information about an event as soon as they are ready or able to receive that information.
To facilitate this, reminder messages (4uto Reminders) that include the new

information about an alert can be sent to users who have not responded to the

notification.

b) Users who have responded to the alert may also request Updates to keep them apprised

of the situation as it changes over time. Updates include all of the information that has

changed since the last notification was sent.
421 Managing Users

One of FASAT’s greatest strengths is its ability to send notifications to users, regardless of their
wireless devices and service providers. To accomplish this, we designed a form that allows users
* to enter all their contact information, such as work and home phone and email, cell phones,
pagers, and wireless PDAs. Users then select a single device, or series of devices, that they wish
to use for their “Emergency” and “Non-Emergency” contacts. FASAT uses this information to
custom format the content of its alerts to maximize the information transfer to the user. Figure 9
and Figure 10 show all of the data collected on people profiled for FASAT.. These capabilities

are required to ensure that the right user gets the right data in the best format to gain initial SA

and maintain SA.




Person Profile

o Main Worksp
*denotes required field

*FirstNeme: [Temy  °
*Last Name: [Felder

- *Usermame: ffelder o charscterimiy

*Password: isagogeg

*Confirm Password: [eswesss

Phone Access PIN: ;ﬁﬂ oL : (Enter a 4 digh password o haar voice alerls over the talephans)

£
Emit]™ elder@demo.afmil
Phonell” Phone: {337 . [585 - 5656

Phone Inform

Phone Number Senice ;smwug; PDA Included? Cell Phone Options
Primary| [e37 . 555 .[i212 |NEXTEL ] £ None ¥ One-Way Text Messaging (SMS)
. Blackberry  |¥ Two-Way Paging
¢ PockstPC « T Wireless Web Browser
" Palm 08 {Only sends URL to your phone)

If you selected "Other” for your phone
server and it can receive text messages
or if your email address is somathing
nther then your phone number, enter
email address for your phone:

None " One-Way Text Messaging (SMS)

Secandary: l . i"'"‘ i : ;__’ :j &
T ¢ Blackbery ™ Two-Way Paging
£ PocketPC T Wireless Web Browser
T Palm 08 (Only sends URL to your phone}

If you selected "Other” for your phone
server and it can receive text messages
or if your email address is something
other then your phone number, enter
email address for your phone:

Figure 9. Top-Half of a Person’s Profile
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Pagerinfarmation’ -

PINUser ID Service Pravider

Description

Primary:

[egasssiz12

Jarch =]

€ One-Way Text Messags
# Two-Way Paging

Enter your pager's PIN number.
The PIN may be 7 or 10 digits long,
depending on the service provider
and the service (e.g., SkyTel Two-
Way).

Secondaty,

€ One-Way Text Message
" Two-Way Paging

Enter your pager's PIN number.
The PIN may be 7 or 10 digits long,
depending on the service provider
and the service {e.g., SkyTel Two-
Way).

Wirnless PDA (non phahe) (nfarmanan

Type of PDA Email Address Wireless Options
Primary] & None terry@mobile. af. mil | ™ Receive detailed Choose whether to have either a short
 Blackberry messages? alert message or a detailed alert
- message. )
- PocketPC URL Format: The alert message will include a
¢ Palm 0S & Optimized for PDA  YURL. The URL can be optimized for
 Optimized BC proper viewing on a PDA or PC. The
- Uptimize PDA setting is the default.
{secondary] ¢ None I~ Receive detailed Choose whether to have either a short
€ Blackbery : messages? alert message or a detailed alert
- message. .
- PocketPC URL. Format: The alert message will include a
C Palm 0S & Optimized for PDA  URL. The URL can be optimized for
 Optimi proper viewing on a PDA or PC. The
~ Optimizad PC PDA setting is the default

Method:

%" Contact selected multiple devices, all at once

Contact]

¥ Cell {Primary} Voice I Cell (Secondary) Vaice
. Cell (Primary) SMS I~ cell (Secondary) SMS
I~ cell (Prlmary) Paging I Cell {(Secondany) Paging
7 cell (Primary) Web T Cell {Secondany) Web
¥ Pager (Primaty) ¥ PDA (Priman)

£~ Pager (Secondary) " PDA (Secondary)

I~ Email (Work)
. Emait (Home)
I Phone (Wark)
I~ Phane (Home)
+ SeleerAll

Method:

Non Emergency Contact Optons.

¥ Roll-over across selected devices, one device at a time
€ Contact selected multiple devices, all at once

Primary Gantact | Cell (Primary) SMS__x] roll over to next device after[5__ minutes
Barkup Contact 1:f Call (Primary) Paging ] roll aver to next device after r5—- minutes
Backup Contact 2:4 — ] roll over to next device after ’E—' minutes
Backup Cantact 35 .} rolt over to next device after 15__ minutes

ety

Available: Selected:
Administrator Battery Engineer
Aftitude Engineer
Contractor Engineer-<d.

Duty Officer -
Engineer fad|

Figure 10. Bottom-Half of a Person’s Profile




Figure 11 shows the list of all of the users and their email and work phone contact information.

Sstup

A ' Previous ¥ Next: d

Person E-Mall (work} Phone fwork)
i T, i ‘
Bird, Norm nbird@contractor.co.com 837.555.7701
Brown, Henry hbrown@demo. af mil 937.555-2064
arka sclack@contractor.co.com 9375550027
der tieldemBdemo. af mil - 937-555-5658
on. Paul  phendersongdemo. af, mil 937-555-1212
Jones, Cargl " ciones@dems.sfmil 837-555-7777
Melnick, Rick ) melnick&@demo.af mil  B37-555.6666
HNorth, Betty brorth@demo.af. mil

ith. Susan ssmithidemo.af mil 937-555-1767
Stone, John jstone@demo. af.mil | 937-555.9823

Figure 11. Summary View of People in the FASAT System

4.2.2 Managing User Access

A critical aspect of FASAT is the regulation of who can access the various features. FASAT
acceﬁzpiishes this through the use of “Positions”. A position is the role assigned to one or more
individuals in the orgailization using FASAT. In thé ‘fspé.ce” domain, the positions might
include operators, battery engineers, or ﬂight directors. The FASAT Position page is shown in
Figure 12. Each position is assigned its own level of access to different features. F or example,
FASAT could be configured so that only enginéezs can add and edit alerts, while only flight
 directors can set up schedules. In addition to the user-defined positions, each organization will

have a “system administrator.” A person in this position would always have access to every
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feature in FASAT. This person should be fairly knowledgeable of FASAT and also responsible

enough to merit total access to the system. The Position view is shown in Figure 13.

Position Profile

DB L e S LT R e e
9" Back to Main Woitkspace (Cancel Edi)- ,«'Delet_e"Pasmon Profile -

*denates required field

*Position Name:{Battery Engineer

Deserigtion:] .

Peapl

Awvailable: Selected:
Administrator, Applicetion &] .., }Felder, Teny
Bird, Norm A1 o Add > | Melnick, Rick
Brown, Henry -

Clarke, Sam )
Duty. Officer %

End incidents
Update Incidents
Respond to all Incidents

k"<

| Name No Access View Only Add/Modify
Incidents « ¢ g
Scenarias, Filters, Notifications (o o &
Schedules g o c
User's Contact Information @ [ ¢
IAll Contact Information @ £ o
Positions [ [od o
Data Sources [ « C
Preferences g o e

Figure 12. Form for the Battery Engineer Position




R T SRR

Incidents
Paosition . People
Administrator Administrator, Application,
Aftitude Engi .

ngineer Felder, Terry; Melnick, Rick.
Contractor Enginesr  Bird, Norm; Clarke, Sam.

Duty Officer Duty, Officer; Stone, John.

Engineer Smith, Susan.

Elight Dirgctor Henderson, Paul; Jones, Carol,

Qparations Brown, Henry; North, Betty; Stone, John,
r Engineer

Thermal Engineer

Figure 13. Summary View of Positions
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4.2.3 Scheduling

FASAT also includes a basic shift scheduler. As shown in Figure 14, users are assigned to shifts

by position.

Novemberzoos \ November 2003
13 Monday , Monday 10
4 Tuesday Tuesday 11
5 Wednesday ) Wednesday 12
§12.00 AM - 12:00 AM Engineer Smith, Susan (Primary)

J_ZMM Duty Officer Duty, Officer (Primary)
12:00 AM - 12:00 AM Operations Stone, John (Primary)
§12.00 AM - 12:00 AM Battery Engineer  Feldar, Terry (Primary)
] 12:00 AM - 12:00 AM Flight Director Jones, Carol {(Primary)
12:00 AM - 12:00 AM Contractor EngineerClarke, Sam (Primary)
16 Thursday i Thursday 13
1200 AM - 12:00 AM Operations Stone, John {Primary)
$12:00 AM - 12:00 AM Flight Director Jones, Carol (Prdmary)
12.00 AM - 12:00 AM Engineer Smith, Susan (Primary)
12:00 AM - 12.00 AM Duty Officer Duty, Officer (Primary)
12.00 AM - 12:00 At Contractor EngineerClarke, Sam (Primary)
12:00 AM - 12:00 AM Battery Engineer  Felder, Tetry (Primary)
{7 Friday Friday 14
12:00 AM - 12.00 AM Battery Engineer  Felder, Tetry (Primary)
$12:00 AM - 12:00 AM Contractor EngineerClarke, Sam (Primary)
$12.00 AM - 12:00 AM Duty Officer Duty, Officer (Primary)

12.00 AM - 12:00 A Engineer Smith, Susan (Primary)
12:00 AM - 12:00 AM Flight Director Jones, Carol (Primary)
§12.00 AM - 12:00 AM Operations Stone, John {Primary) ] .
§8 Saturday . Saturday 15
12.00 AM - 12:.00 AM Battery Engineer  Felder, Terry (Primary)

112.00 AM - 12.00 AM Contractor EngingerClarke, Sam (Primary)
112:00 AM - 12:00 AM Duty Officer Duty, Officer (Primary)

§12:00 AM - 12.00 AM Engineer Smith, Susan (Primary)

$12.00 AM - 12:00 AM Flight Director Jones, Carol (Primary)

1200 AM - 12:.00 AM Operationg Stone, John {Primary) .
19 Sunday ) ) Sunday 16
i \

Figure 14. Calendar View for People Assigned to Shifts by Position




Delete Schedule’

*Fosition:| Batiery Engineer %]
"Day{11 z]4]5 ] ]2003 7]
*Timein:{12.00 AM ¥
*Time out{12.00 AM =
'F{!msrf.i Felder, Teny "[
st Sacmpzm
2nd Sackass:m

3rd Backup:{ - ¥

Figure 15. Edit Mode for Defining a Shift Schedule

4.24 Wireless Alert Notifications and Responses

The series of figures below show sample interactions on a RIM Blackberry device:

httgs// tasst.mobilefouritiations.cony |

Inttpes 7 fasat.mobiletoundations.con/ | NSNS

161

The user receives an initial notification The User receives an auto-reminder to

displaying the alert information and the | respond to an alert with updated
time window in which to respond. information.
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The responds to the alert with “Accept
with Updates™ and enters comments that
will be automatically added to the
FASAT portal.

JEASAT mm 57751 - Update F ‘

dconfiguration” rgnormal "Satter
480C is less ‘than 90% (PSBATSOCH!
fat 03-308-0417:10.17655

btop Update Messhaes]

The user receives an Update alert. The
user then opts to Stop recelvmg future
updates.

The user receives Confirmation from
FASAT that his/her response was
received.

The user receives a notification that the
incident associated with this alert has

ended.

Figure 16. Series of Images for Wireless Alerts and Responses
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4.2.4.1 Dealing with the Limitations of Wireless Displays

A key component of FASAT‘is its wireless alerting ﬁuictio;ﬁality. Héwevér, the small screens
and limited display capabilities of wireless devices present a chailenge when éesigzﬁng interfaces
to maximize SA. in a typical situation served by FASAT, users would receive an initial alert that
there is a problem and would be prompted to choose a response from a fange of options. The

size and capabilities of displays on wireless devices limit the amdunt of information that may be
conveyed to the user and limit the options for the users’ response. Small screens also place a
burden on the users’ short-tenn memory (STM) due to the limited amaunt of information

immediately visible on the screen (Albers and Kim, 2000).

It is therefore important to identify the most valuable pieces of information fér the operators and
engineers who may need to diagnose problems from remote locations. We have to be sure that
when users view the displays and integrate that infennation‘into their mental model of the
situation, they can gain an acceptable level of situation awareness in order to make informed,

intelligent decisions.

In order to address these design challenges, FASAT’s notifications are succinct, user-
configurable messages that describe the event for the user. In FASAT, the information ‘in initial
notifications and vnpdates can be tailored to meet tﬁe needs of the users and the limitations t}f
their éevices. In addition, we accepted that theré may be some taéks that would need mqre
information than woul& fit on a pager or in a Short Meséage Service F(S.MS) text message; In
these cases, FASAT still provides the bésic data to the users, but ti}cy might have to brox&se to

the incident répeﬁ on the Web to get all of the information necessary to resolve the issue.

38




FASAT also allows users to browse into a version of FASAT’s key screens optimized for

wireless access on devices with small screens and slow Internet access.
4.2.5 Preferences

FASAT has a Preferences screen for users to define key settings for FASAT. As shown in

Figure 17, the Preference screen allows users to set:
o Whether to use the Scheduler
e Operation of Round Robin alerting

o When and how to send Auto-Reminders. “Auto-Reminders” provide additional
opportunities for users to realize that they have an alert. Responders may be in a loud
environment, unable to hear their cell phone, or they may have put down their pager for
just a moment. For these and similar situations Where users may miss an individual alert,

- we designed FASAT’s Auto-Reminders. If a user does not respond to an initial

notification, FASAT can be set to send additional notifications (the Auto-Reminders) to

the users. Users can set the frequency and number of Auto-Reminders appropriate for

their organization.

o Whether to use confirmations. Confirmations provide feedback to wireless users that

FASAT has received their responses.

e The episode length. Episode length defines the period of inactivity before additional

activity is considered a new incident.




Preferences

If ?éts‘a:g using positions, you can assign people to cover those positions for specific periads of time via the Schedules feature.
& Use Schedules.
£ Do not use Schedules.

Round Robin Alertis

Deﬁnewﬁaﬂ;z:tdentpsﬂal shauld do when no one respands and the incident has not yet ended.
© Continue iterating through a round robin list until semeane accepts.
€ Stop iterating through & round robin list after

«

Reminders

Auto-Reminders are notifications sent to users who have not yet responded to an active alert.
€ Send Auto-Reminders every

i minutes {minimum is 5 minutes).
£ B ending auto-remindars until the end of the incident.

& Stop sending Auto-Reminders after ... have been sent.
# Do not send Auto-Reminders.

suer.

Updates

i}pdste%are afsrt notifications sent to users tﬁ inform them of the status of an active incident.

€ Send Updates a5 follows:

Send Updates every | - minutes if there has been activity on an incident.

Send Updates every] _ minutes if there hag nof been any activity on an incident,
Do not send Updates.
LConfirmations

Confirmations are messages sent to the user confirming that IP received their input.
€ Send Confirmations

& Dg not send Confirmations

Episode Leny

Episode Ierzgﬁ‘; defines the period
Episode Length: {1200

. in seconds, of inactivity before additional activity is considered a new incident,

Figure 17. Form Defining the FASAT Preferences

Most of the parameters related to how often to update, when to remind, etc. are user-configurable

and are set in the Preferences section of FASAT
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4.3 The design must support follow-on analysis of the prob_lem to verify that a correct

decision was made and that the overall situation is proceeding in the expected
manner.
FASAT supports users in their follow-on analyses of incidents. By monitoring all data at all -
times, FASAT continually tracks the status of any incident it identifies. With the FASAT Web
portal, users can investigate the tracked incidents at any time. FASAT provides three key
features to support this aspect of SA: (1) automated tracking of the status of alerts and responses

>

(2) automated reporting and updating of incident data, and (3) real-time collaboration tools.

4.3.1 Tracking of Alerts and Responses

FASAT automatically tracks when alerts are sent and responses are received back. It also tracks

all rollovers and the status of incidents. All of this information is graphically displayed to the

user (Figure 18).

Setup v  Administration v = ¥ X
Sert: Jete us ™ Next @) O Refresh - @elp ® Logout

Incident 1D Incident Name

Scenarin Opened Closed Source
» B4 Batterylow 1146/033:11:29 PN 114603 3:32:15 PM ToS
v #3213 BatteryLow 1160320651 PM 11603 2:10:55 PN [TOS
iden at 1 J10.53 BM (End) Iss 2solved '

b4 r 1t ineer - Primary) - Notifi ager at 11 06:52 PM

« Norl etty (Opera ackup ¢ otifie 8 13 2:09:04 PM
> #8212  Threat Threat 116703 2:38:18 PM  11/46/03 4:31:29 PM Administrator, Application
» 811 Batteryl ow  116/03 2:05:34 AM 11,6703 2:32:58 AM ITos

Figure 18. Incident Summary View of the Status of Incident #8213
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If the user wants detailed information for any given alert, he/she can click on tﬁe alert from the

view to display the Alert Notification screen (Figure 19), which displays:

¢ When the alert was sent

. Eew it was sent

* Any rollover across devices
e The response to the alert

o The content of the alert.

Alert Notification

Time: 11/6/03 2.:08:27 PM
Person: Helnick, Rick
Position: Battery Engineer- Backup 1 {1stBackup)
Method: cell phone
Address: 8375552323
Devices Notified: cell phone at 11/06/2003 14:08:27

Response Required: Yes

Incident Report: £

Acknowledgement: Accept

Acknowistigement
Devite: WEB

Message: Low Battery * 14:06 11/8 * Respond 10 min * Event Num: 29* Message: configurstion rgnormal: "Battery
SOC is less than 90% (PSBATSOC)" at 03-308-04:17:10.17655 * http:#/192.168.10.5/ip/ip?i=38913

Comments:
Yoice Notes:

Figure 19. Form Showing Detailed Status and Content for an Alert Notiﬁcation
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43.2 Automated Reporting and Updating

FASAT automatically creates an Incident Report as soon as FASAT receives a trigger. That

report contains background information (like the source of the data), as well as the actual data

that triggered the event. Figure 20 shows a report. FASAT then automatically updates the report

during the incident, as shown in the circled section of that same figure.

hWorkspace

Incident Report #8213

Episode Started; 2003-11-06 14:06:51.0
Episode Ended: 2003-11-08 14:10:55.0

Alert D: Batteryl.ow
Stream Status: inactive
Last Update: 2003-11-06 14:07:36.0
LastAlert: 2003-11-06 14:10:85.0

Source: {TOS
Spacetrat WIRE
Posted At 2003-11-06 14:06:51.0

sjeanfiguration rgno

Batte” S0C Is less than 95% (PSBATSOC)" at 03-308-04: 11 15.14685

{configuration rgnormal:“Battery SO is less than 90% (PSBATSOCY ol 03-308.041 71047685

OtherEvents

.

Lo Message Type i Time

Figure 20. Updated Incident Report




4.3.3 Integrating Collaborations Tools

In Phase II, mFI integrated the Lotus Sametime real-time collaboration tool into FASAT (F igure‘ |
21). The collaboration tools are integrated as a window into the larger FASAT portal. In
addition, mFI incorporated a single sign-on so that once users login to FASAT, they are

automatically logged into Sametime. Though we chose to use Sametime for the Phase II effort,

any Web-based collaboration could be integrated.

{sojboe * provious ™ Next” , iR
;g incidentiD IncidentName Scenario Opened Closed Source

» #0214 Batterylew 11603 :1129PM  11603332:5PK 708
} gl 7] BatteryLow 11603 206:51 PM 11603 2:10:55PM  ITOS

ident 10583 P I} 0

rat 1156403

v N sorations - B ) nanar -09:04 PM
» #8212 Threat Threat 11603 23818 PM 11603 4:30:29 PM - Administrater, Application | =
b #|in . Batterylow 11603 20534 AM 11683 2258 A 1TOS . :

To send a message to all of the chat participam. ente
{ your message in the “Type Message Here" fieldto the
i right.

41 To start @ one-on-one chat with a specific person, '
double-click their name above. Then, enter your
message into the dialog box that appears.

Figure 21. Incident Summary View with Embedded Real-Time Collaboration Window
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In summary, FASAT provides a flexible and configurable interface that can meet individual
users’ information needs. FASAT facilitates each user’s ability to access the appropriate mental
model to develop an initial awareness of the situation. The closed-feedback loop from FASAT’s
portal to the responders’ wireless devices keeps the responders informed and connected. FASAT
also provides a range of inforfnation access and sharing tools that allow users to maintain SA
when solving problems. Thus, through extensive résearch into Situation Awareness and
designing to support SA, the mFI design team has crafted the options available and the displays

of information in FASAT to help support users’ development and maintenance of SA.




5.0 Design Methods

5.1. Alert Notification and Response Workflow Logic Charts

One of our early activities was to design the logic for FASAT’s alerting process. Compared to a
post-pass system (like SERS), the workflow process related to a near-rear-time system is much

more sophisticated. Therefore, in F ASAT, we added:

e Features for near-real-time alerting,
e Options for users to request additional data to maximize Situation Awareness (SA), and

e Additional notifications of the status of the operator’s responsibility (e.g., notification

when FASAT rolls over to the next contact).

The human effectiveness team led this effort. They provided input on what would help the users,
based on the team’s experience with: (1) SERS, (2) our Phase I SBIR effort, and (3) on initial
feedback from a focus group of senior NASA operations staff. The team used flowcharts to
represent the logic. The flowcharts aiiéwe;d all the design team niembers to quickly understand

the proposed logic and discuss improvements.

After each major iteration, the human effectiveness team led design review meetings \#ith the PI
and the software development staff. ‘}‘hey also made suggestions for the FASAT logic to
fasilitaté development. In addition, they provided information on system limitations (such as the
amount of text allowed on pagers) that were critical to consider in FASAT’s design. This

process was particularly helpful in addressing two difficult problems:

e What the system will do if an operator does not respond immediately to an alert

o What options the system will provide for responses.

-
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5.2 Use Cases

As part of the human effectiveness effort, mFI developed a series of “use cases.” Each use case
describes a situation of particular interest and how FASAT would work that situation. The use
cases provided a variety of benefits. For example, they offered concrete examples of how users
would interact with FASAT. This understa;iding was critical for both interface designers and for
developers. Second, developing the use cases helped us identify issues we needed to address

before we designed screens or wrote any code. Third, the use cases provide a good way for us to

explain FASAT to new team members.

We developed the use cases by analyzing what FASAT should do once it identifies a problem.
Based on our experience with NASA operators and our interactions with Air Force operators in

Phase I, we determined how the users would likely want FASAT to operate. In creating the use
cases, we considered issues such as:

» The type of data being monitored (continuous vs. state vs. discrete)

» The number of filters and data sources in a given scenario (one vs. many)

« The number and types of notification lists (a series of individuals vs. a whole group at

once)

» The ways to determine the end of a scenario (e.g., Loss of Signal (LOS) vs. passage of

time [episode] vs. manual input).

The use cases were very helpful in identifying issues that were not uncovered in previous design

efforts (e.g., the flow charts) and those which needed further refinement. Several of the issues

we identified and how we resolved them are described below.




5.2.1 Rollover Procedures

This involves (1) rolling over to the next device of one responder and (2) rolling over to the next
responder. Although the flowcharts helped us make significant progress on this issue, the use

cases revealed there were additional issues regarding notifications with multiple respondents.
5.2.2 Type of Data

FASAT would have to handle three types of data:

(1) Continuous data — where FASAT is monitoring streaming data, usually for situations

where the variable goes above or below some pre-set threshold.

(2) State data — where FASAT receives information about the state of the system or

component being monitored and stores that state until it changes.
(3) One-time events — which occur at a given point in time.

As aresult of our analysis of the use cases, we determined that FASAT must maintain some state
data (e.g., that a value went out of bounds and Stayed out of bounds). Post-pass systems have no
need for state data. To handle these state conditions, we developed a component to maintain that

state information called the Incident Engine that is now an integral part of FASAT.
5.2.3 Updates and Accepting or Deferring Responsibility

We determined that users should not be able to request additional information (e.g., updates)
before accepting or deferring responsibility for the alert since incidents occurring in a military

satellite system are of enough consequence that they should be immediately addressed.
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5.2.4 Timing of updates

Originally, we had planned for users to have one setting to simplify specifying the frequency of
updates. However, in developing the use cases, we realiéed that users may want updates more
frequently when there is activity than when there is not. Therefore, we determined that there
should be two settings: one for the frequency of updates when there is activity, and another for
when there is no activity. We felt that users would want the option of sending at least an
occasional notification tflat nothing has changed, just so they are certain of the incident’s _status.

This should help to improve situation awareness by keeping users informed of changes, but not

overwhelming them with messages when nothing has changed.




6.0 Wireless Security ‘

6.1 Introduction

A key element of FASAT is its alert notification and res;ﬁense fuﬁc‘iienaiity. When FASAT
detects an i:;ciésnt, it can rapidly deliver alert messages to remote users on almost any
commercial wireless data device. One of the major issues reia{ed to wirelessly transmitting
mission critical data (e.g., a problem w§t§1 a satellite) is the vuinerabilify the data. Unauthorized
eavesdropping and device theft are just two of the many secuﬁty vulnerabilities found with these
types of devices. The good news is that as wireless technology conﬁnﬁes to advance, the options

- for securing the devices and their data are advancing as well. This section of the report focuses
on the potential security risks of using wireless devices, and steps that can be taken to mitigate or
eliminate these risks. We have also providéd recommendations to maxirﬁiievpraéuctiﬁty gain |
from these devices, while still being cognizant of various security risks, and military regulations

and policies regarding wireless devices.

Note: In this section of the report on wireless éecurity, some commercial prﬁducts aré named by
brand. Those mentioned are done so for‘ illustrative purposes. This section is not intended to be
a comprehensive product survey. The iizciusian of any product in this section is in no way an
endorsement by mobileFOUNDATIONS or the U.S. AirkForce. Nor do mci;iIeFOUNDATIONS
or the U.S. Air Force verify the performance of any product. This section should not be viewed

as Federal policy.

50




6.2 What is Wireless Security?

When one thinks of wireless security, unauthorized eavesdropping usually comes to mind (e.g.,a
hacker using a RF scanner to “listen” to wireless airwaves). However, wireless security includes
much more than just eavesdropping. DoD defines Information Assurance with five axioms
[Pentagon Area Cofnmon IT Wireless Security Policy, Sept 2002, p2]: confidentiality, integrity,

authentication, nonrepudiation, and availability. These can be described as follows:

Confidentiality: Information is private and cén only be accessed by the intended

recipients. Confidentiality is usually accomplished with encryption techniques.

- Integrity: The information received is the same information originally sent.- Integrity is
often implemented using digital signatures.

- Authentication: The user accessing information is really the authorized user.
Authentication is usually implemented using passwords, or some other challenge
mechanism.

- Nonrepudiation: A user cannot deny sending or receiving information. This is often
implemented using central logging or other monitoﬂng techniques.

- Auvailability: Information and services are available when they are needed. The most

common risk to availability is a “Denial of Service” attack against a resource.

When selecting wireless products or installing a wireless infrastructure, these five axioms should

be considered at all times.
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6.3. Specific Aspects of Wireless Security

As part of our research on wireless security, we thoroughly evaluated the impacts of security as

related to:

e DOD requirements

. Speéiﬁc vulnerabilities

e Impacts on specific types of {ieviées (e.g., pagers) and thé methods fai' securing them.
The details on the results of this work are presénted in Appeﬁdix A of this document.

6.4. General Impacts of Using FASAT with a Wireless Security Mindset

As mentioned in the introduction above, a key element of FASAT is its alert notification and
response functionality with commercially available wireless devices. Whenk working with data
that is unclassified and not sensitive, an organization is not neces:sarily limited by wireless
security concerns, and can select a Wiréless device that provides the best features, capabilities,
and coverage for their members. But when wireléss security is required, it has several impacts

on the organization.

A perceived impact might be the loss of choice an organization has when selecting a device for
their members to use. But as described in Appendix A, there are secure wireless options for -

pagers and a variety of PDAs that have little or no impact on the way someone uses the device.

A real impact is the extra steps users will go through to access their data. They might be
challenged more frequently to identify themselves, either by entering passwords or providing
other information. Another impact is when users forget their passwords. When data gets
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encrypted, the loss of a password sometimes means that the encrypted data can never be
recovered. Backdoor schemes to unlock a locked device are handy in situations like this, but

also detract from the total security scheme.

A final impact is the way information is sent, displayed, and stored on wireless devices.
Regardless of the security schemes employed, an organization needs to decide how much data
they wish to‘ transmit to wireless devices. An organization might elect to configure FASAT to
send minimal information to the wireless device, and rely on other, more secure means (like
LAN-connected PCs), to get all of the FASAT incident data to the user. In this case, the user has
an extra burden to go through a Web browser to get the information they need. Another
organization might make a policy decision to store none of the data on the wireless device, due to
risk of loss of the device. This creates an extra burden on the user to remember to delete

messages after reading them.

However, in general, wireless security only minimally impacts the usage of FASAT.. Users may
perceive wireless security measures to be a nuisance, but in the end, users will still be able to

accomplish everything in a secure, protected environment, as they could in an unprotected

environment.
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7.0 Conclusion and Future Work

In summary, FASAT represents the state-of-the-art in monitoring and alert notification for
aerospace system;:. It delivers the right data to the right people at the right time, anytime and
anywhere. The technologies developed by mFI under this Phase II SBIR enable FASAT to
monitor data from ground systems for user-defined events of interest. It can theiz log the éaté
and distribute that data (via alerts) to any commercial wireless data device. It then autonomously
monitors responses to the alerts (via wireless devices) and performs any rollover or call-down
functions necessary to build the appropriately staffed team of on-call pérsonnei. FASAT’s
architecture aIioWs for the seamless integration of COTS collaboration tools so that the on-
demand team caﬁ collaborate electronically. All told, FASAT represents the state-of-the-art in
on-demand mission eperatioﬁs systems. In addition, FASAT tec‘hnolegies can be adapted to

more general command and control environments.

The Phase Il FASAT software can be viewed as a solid foundation on top of which additional~.

command and control technologies can be layéreé. For example, logical follow-on activities of

FASAT are:

Conducting in situ usability analysis and testing of FASAT
« Designing advanced user interface concepts for visualizing the state of an incident.

» Adding an advanced decision support module that will provide FASAT with enhaziced ;

methods for determining alerting logic

o Integrating FASAT with non-space data sources
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e Integrating other Collaboration tools.

In conclusion, the Fast Access Situation Awareness Toolkit is a set of capabilities that has the
potential to assist the Air Force in moderizing and transforming Space Command space support
capabilities to provide “...continuous deterrence and prompt global engagement for America and

its allies ... through the control and exploitation of space” (4ir Force Space Command (AFSPC)

Strategic Master Plan (SMP) FY04 and Beyond).
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Appendix A. Wireless Security in Detail

A.1 Current DOD Policies and Regulations

A.1.1 Pentagon Area Common Information Technology (IT) Wireless Security Policy —

September 2002.

This document provides a point of reference on how the Pentagon has aé&;esse(i wireless
security concerns for their facility. The document includes a comprehensive set of policies to
address the use of all types of wireless devices, inciuding celiulaf teleﬁhones,'pagers',‘ and
Personal Digital Assistants (PDAs). The full text of the document can be found at the following

location: htt;}:/fm;securitwnanagement,cemﬂibrarvz’?entagen Wireless0103.pdf. Some

highlights from this document include:

Wireless devices (cell phones, PDAs) are permitted “in areas where unclassified

information is electronically stored, processed, or transmitted.”

- Wireless devices may be used only for Unclassified data, Sensitive But Unclassified
(SBU) data, or For Official Use Only (FOUO) data.

- Wireless devices are prohibited to be connected to classified networks or computers
(example: pufting a PDA in a “cradle” connected té a classified éomputer)

- Wireless devices cannot be used where classified information is eEectrsnicalIy stered,:y
processed, or transmitted un-encrypted, unless the éevice’s Infra Red (IR), Rééia
Frequency (RF), and nﬁcrephanafaudié capabilities are &isabied

- Wireless devices that store, process, or t?ansmit DoD infermatioﬁ must protect their

data with a password preter:tien scheme using a strong authentication, such as CAC,
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PKI, or Biometrics. Without proper authentication, the device must be rendered
inoperable automatically.
- Devices that store, process, and transmit DoD information must encrypt data using
NIST FIPS-approved or NSA approved mechanisms.
- Devices and/or infrastructure should provide a means for intrusion detection and
auditing, as well as mechanisms for monitoring.
In addition to these guidelines, the Pentggon also has a moratorium on new wireless
technologies, effective July 30, 2001. Support for wireless devices and wireless technologies

already in operation at the Pentagon can continue, but no new wireless infrastructures may be put

into place during the moratorium.

A.1.2  DoD Directive: Use of Commercial Wireless Devices, Services, and Technologies in

the DoD Global Information Grid (GIG). DRAFT 7/15/2002.

This document, although still in draft form, provides policies for the use of commercial wireless
devices and services within DoD. Devices covered by this directive include commercial wireless
networks, poftable electronic devices, laptop computers with wireless, capabilities,
cellular/Personal Communication System (PCS) devices, PﬁAs, and any other Portable
Electronic Device (PED) capable of storing, processing, or transmitting information. A

summary of this document can be found at http://www.itaa.org/infosec/presentations/s3 1.pdf.

Highlights of the document include:

- Identification and Authentication (I&A) must be accomplished with strong

authentication, using a scheme in accordance with the DoD PKI schedule. I&A shall

be implemented at both the device and the network level.




- Unclassified data will be encrypted for transmitting to and from wireless devices.
Data must be encrypted using an end-to-end scheme that xﬁeets FIPS 140-1 or 140-2.
It must meet the Level 1 or Level 2 (Triple-DES or AES) standard at a minimum.

- Devices must use file system encryption.

- Classified information can be transmitted using NSA approved encryption.

- Classified data stored on a PED must be encrypted using an NSA approved Type 1 -
encryption consistent with storage énd treatment of classified information.

- Wireless devices may not be operated within a Sensitive Compartmented Information
Facility (SCIF), whether permanent, temporary, or mobiie;

- Wireless RF technologies or devices that store, process, or transmit information
cannot be used in areas where classified information is Stored, processed, or
transmitted, without approval by the Desigﬁated Approving Authority (DAA).

- PEDs that are connected directly to a DoD wired network (éxample: in a cradle
connected to a PC) may not operate wirelessly at the same time.

- Wireless Personal Aréa Networks (WPAN) and/or Wireless Local Area Networks
(WLAN) ma? only be uéeé for uncfassiﬁed information if a FIPS 140-1/2 scheme is
used. These tecﬁﬂolagies can be used for classified information only using NSA

approved technologies.

A.1.3 Air Force Instruction 33-106: Managing High Frequencey (sic) Radios, Land Mobile
Radios, Cellular Telephones, and the Military Affiliate Radio System. Supplement

1. November 5, 1999.

AFI 33-106 is a directive for Air Force bases to identify how each base will manage high

frequency radios, cellular telephanés (CT), and land mobile radios (LMR). The document
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implements AFI 33-106 at Wright Patterson Air Force Base. While not as comprehensive as the

previous documents sited, this document includes the following guidance:

- Cellular Telephones (CT) are not recommended for use in environments where
classified, sensitive, or critical information may be inadvertently overheard and
transmitted.

- Cellular secure telephone unit IIT (STU-III) should be used only when time
constraints prevent the use of other secure telephone means.

- NSA/NIST approveq devices should be used to secure classified traffic, or to protect

unclassified information relating to national security.

A1.4 Summary

One common theme among all of the documents described above is that they intentionally leave
out recommendations for specific products or technologies, probably at the risk of making them
seem like product endorsements. The next few sections attempt to examine each of the different

wireless device types and specific technologies related to each.
A.2 State-of-the-Art for Securing Today’s Wireless Devices

This section addresses each of the common commercial wireless devices available today, and
discusses the state of the art techniques for addressing the wireless security concerns for each.
This discussion will focus primarily on the interactions between wireless devices and an mFI

application, primarily wireless data transmission, processing, and storage.
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A.2.1 Cellular Phones

Cellular phones are more than just telephones. Cell phones are also capable of sending and
receiving text messages, browsing the Internet using embedded Web browsers, and actingasa
conduit for efhér devices (like 1éptop computers) to connect to the Internet from remote places.
Some cell phones alsQ have built-in Personal Digital Assistants (PDAs), and are Qapabie of
storing and processing large amounts of data. A discussion of data storage will be included in |
the PDA section, later in this document. The primar}; issue for cell phenes is the transmission of

data.

There are two primary mechanisms for transmitting data to and from a cell phone: short message
service (SMS), also known as text messaging; and wireless Web browsing over a commercial

data network (such as CDPD, CDMA, GPRS).

SMS

Short message service (SMYS) is a mechanism for sending short méssages to cell phones. SMS
messages are usually limited to between 100 and 150 characters, éependingken the device and the
carrier. SMS is the easiest way to “push” information to a cell pi}éne. Unfortunately,
commercial carriers do not guarantee the deiiVéry of SMS mességes, so it is possible for SMS
messages to not be delivered in a timely fashibn, if even at all (e.g., Cingular, 2003). Also, there
is no mechanism for securing the contents of an SMS message with encryption or any other

means.

Wireless Web Browsing

Wireless Web Browsing via a cell phone is becoming easier as devices mature. Cell phones are -

being equipped with larger screens, allowing more visible content and greater usability. Web
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browsing is a “pull” mechanism for users of wireless devices to go and fetch the information
they are looking for. The most common mechanism for cell ﬁhones to retrieve information and
transmit it to the phone is via the Wireless Application Protocol (WAP). WAP provides a set of
 standards for devices and carriers to allow micro-Web browsers to interoperate. WAP also
provides standards for security, but the security solutions for WAP are often not sufficient for
sensitive data. This is due to the “WAP Gap”. The WAP Gap is a split second where
transmitted data is unenci'ypted and available ;‘in the clear”. The WAP Gap exists because
different encryption schemes exist for transmitting data over the wired Internet (Secure Sockets
~ Layer - SSL), and for transmitting data using thé WAP protocols (Wireless Transport Layer
Security - WTLS). Although the gap is brief, and usually only exists within the memory of a

computer system and no data is written to any persistent storage, the gap still exists (Getgen,

2002).

There are solutions to the WAP Gap today, but they are either relatively expensive, or tﬁey
provide a burden to the organization wishing to implement the solution. Oné common solution is
for an organization to procure and manage its own WAP Gateway behind its own corporate
firewall. This solution allows an organization to be in complete control of the machine where
the WAP Gap occurs, thus reducing the risk of an Qutside individual compromising the data -

during the Gap.

On the near horizon, a future version of WAP, version 2.0, incorporates Transport Layer Security
(TLS) as an end-to-end security scheme. This allows the Web server to encrypt the network
traffic using TLS, similar to how it does it with SSL today with wired Web browsers. The
micro-browser in the phone will be able to decrypt the TLS messages directly, with no gateway

in between to do any translations. Unfortunately, moving to WAP 2.0 requires upgrading older
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handsets, and ensuring new handsets and respective carriers are WAP 2.0 compliant (Getgen,

2002).

Another solution ié to install custom seﬁware onto the phone to achieve end-to-end encryption
with an application sefver. When an appiication handles the secui'ity, the underlying transpt}ri
i&;yer does not need to be secure. Whilé this achieves full end-to-end security;‘it is often not
practical to do so, due to the limited resources available on a céll phone. Cell phoixes are almoét"
like computers with small amounts of memory and a CPU that is optimized for certain functions.
Unfortunately, eﬁcrygtien algarit}nﬁs are rather complex, and require more resources than are
usually available on such a device (Radding, 20@1). As cell phenés become more powerful, and :
have more capabilities, this may become a more viabée option. Se‘ek the discussion below about

Hybrid Cell Phones/PDAs for more information on this topic.

Another option is to use a Sectera cell phone, which has been approved by the NSA for use in ‘
classified environments. Thé Sectera phene is a Motorola Timeport that has been modified to
use Type 1 encryption for both voice and data communications. This phone could be usgd to |
exchange classified data with other Sectera devices (wireless and wiréline) that support Type 1

encryption (Sectéra. 2003).
A.2.2 Two Way Pagers

Pagers were one of the earliest types of wireless devicgs. The early pagers only allowed a sender
to transmit a series of numeric digits to a recipient’s device —the numeric tiigits were ktypicaﬁy a
phone number. As pagers evolved, they allowed for alphanumeric messages to be sent to the |
pager. The latest pagers now allow for responses (replies) sent from the pager back to the

sender, allowing the recipient to acknowledge the receipt of the page, to answer a simple
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question, or to perform some other function. Also, advanced pagers allow users to send and

receive email.

In the United States, there are four prominent network carriers that provide access to two-way
paging services: Skytel, Arch Wireless, Weblink Wireless, and Metrocall. Each of these carriers
supports one or more of the folloWing protocols for sending a message to carrier’s network
center: WCTP (Wireless Communicationv Transfer Protocol), SNPP (Simple Network Paging
Protocol), or SMTP (Simple Mail Transport Protocol). Many of the carriers also support TAP
(Telelocator Alphanumeric Protocol), but this protocol is ﬁ;)t a two-way protocol. We will not
discuss this protocol here since mFI utilizes two-way paging technology in its applications to

allow users to acknowledge the receipt of their pages.

A message to a pager typically consists of three pieces of information: the actual message
content, a pager PIN number to designate the recipient, and a designation of how the response
from the pager can be routed back to the originator. Each protocol listed above has a different
way of packaging this information for tfansmission to the carrier’s network center. Each of the
protocols transmits the information over the Internet (TAP uses a phone line — another reason
mFI solutions probably will not). Upon receipt of the message, the carrier validates the message,
then queues the message for delivery to the pager. Upon successful delivery, the recipient views
the message and can reply to the méssage. Any reply to the message is routed back to the

carrier’s network center, where it is then forwarded back to the sender of the message.

By default, the transmission of the message over the Internet to the carrier’s network operations
center is not encrypted — the méssage is sent “in the clear.” Additionally, the wireless

transmission of the message to the pager is not encrypted; many devices lack the capabilities to
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perform encryption/decryption functions. Traditionally, because of this vulnerability, pagers are
not used for sending sensitive information. However, specific carriers have introduced solutions

that can enable some level of security for transmitting messages as described below.

Aﬁ additional vulnerability is the loss of a pager. If a pager falls into the wrong hands, any new
messages, as well as the contents of any previous pages stored on the device, could be accessed
and read by someone else. This is because most pagers lack the capabiii’ty for pgSsxverd
protecting access fo stored messages, or authenticating the current user when reading new

messages.

The following sections discuss a couple of specific solutions designed to address these

vulnerabilities. These solutions include:

- Skytel Secure Protocols

- V-ONE Air Smartgate®
Skyte!l Secure Protocols

As discussed earlier, messages transmitted across the Internet using WCTP or SNPP are sent in
the clear. Skytel accepts these unencrypted messages, but also has special “listeners” setup to

receive messages encrypted with SSL.

Encrypting the messages with SSL as they ére fransmitted over the Internet provides séme level
of sedurity against ksomeone using a network packet analyzer to intercept a message in transit.
However, since the message is’ decrypted at the’ Skytel network center, and then transmitted in
the clear over the airwaves, this solution does not provide an end-to-end secure channel. This

type of security might be sufficient for certain applications.
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Response messagés can also be encrypted with SSL. WCTP and SNPP can use a polling
mechanism, meaning the mFI Messaging Gateway periodically connects to Skytel to look for
pending response messages. If the initial connection to Skytel is made >with an SSL-encrypted
WCTP or SSL-encrypted SNPP session, the response messages will be transferred back to mFI

via the encrypted channel.

As of the writing of this document, no other carriers allow for secure connections to be made to

their network centers for secure transmission of messages.

V-ONE Air Smartgate

Air Smartgate is a product by V-ONE (a subsidiary of FirstVPN) that permits secure, end-to-end
encrypted paging. Messages are routed through an Air Smartgate server (located within an
organization’s firewall), which encrypts the message and transmits the message' to the paging
carrier. The carrier then transmits the message to the pager, which has special software loaded

on it to decrypt the message. Any reply messages are also routed through the secure channel.

The paging carrier never decrypts the contents of the message.

Air Smartgate also authenticates the sender and recipient of all messages. This ensures that only
an authorized recipient can read the message, and the recipient is assured that the sender is

legitimate. This product was used for secure paging at the Salt Lake City Olympics in 2002 (V-

One Corporation, 2003).

A.23 Pocket PC and Palm OS® Based Personal Digital Assistants

A Personal Digital Assistant (PDA) is a handheld device, most commonly used to store calendar

“to do” items, and perform email operations. The first PDAs were typically used in offline




settings, where a user would synchronize the information between their PDA and their desktop
PC, then disg:onnect the PDA and go work disconnected from any other machines or networks.
The more PDAs were uséé, the more types of information people would store on them; Securing
this information became a challenge, since the loss of a PDA would mean the compromise of

information stored on it.

The next generation of PDAs can be used in offline settings like those described above, but they
can also be configured to use WireieSg receivers in the PDA to have continuous network
connectivity while still disconﬂectéﬂ from any other PCs. This g’ivés the PDA user much mﬁre
flexibility, but also makes the task of providing security to the device more complex. "fhe next

aspect of security relates to the transmission of the data.

Data Protection

Both Palm OS and Pocket PC have built in functions to require a password to be enteréd to
“unlock” the device before you may use it (Palm; Philippov, 2001). This type of security

| function may deter a casual user from snooping, but a serious hacker can gain access to the
memory of these devices because all data is stored unencrypted within the device. To prevent a
hacker from compromising the contents of the device, a solution that incorporates authentication

with confidentiality is required.

For both Palm OS and Pocket PC PDAs, there are a variety of commercial products that allow
you to encrypt data on a device. F or example, Certicom has a product called movianCrypt™,
which provides strong encryption on Pocket PC and Palm OS devices. It uses 126-bit AES

encryption, and has been validated for FIPS 140-2 (Certicom, 2003b).
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New technologies are emerging to allow different forms of authentication techniques for PDAs.
Traditional authentication techniques involve entering a password. Unfortunately, a very
complex encryption scheme can be easily defeated if the user selects a password that can be
guessed easily. Advanced authentication techniques involve using biometricé, handwriting
analysis, and voice analysis to provide more authoritative results (IT Asia One, 2001). However,
an advanced authentication scheme without a data encryption component provides little value. If
a hacker is able to bypass the authentication scheme, the device still needs to protect the data on

the device. Fortunately, most implementations of strong authentication take this into account.

Data Transport Protection

A PDA with a wireless network adaptor can provide users with access to data at any time from
any place there is coverage fof that adaptor. A PDA with network access uses the same network
protocols that a desktop PC would use, such as HTTP with TCP/IP. Although SSL is often
supported on PDA devices, not all Websites support SSL. Also, a PDA user on a commercial
wireless network may want to access a resource internal to the organization’s firewall. The best

solution for this is a VPN connection.

A VPN connection provides multiple benefits to the user and the organization. First, the channel
between the PDA and the organization’s network is encrypted. Second, VPN often provides
strong authentication techniques, such as requiring a smartcard or using PKI, so an
organization’s assets are better protected. For example, Certicom provides movianVPNTM,
which is a VPN client for Palm, Pocket PC, and Symbian OS PDA devices. Their solution has

been certified to be FIPS 140-2 compliant (Certicom, 2003a). In addition to Certicom, there are

other VPN solutions available for PDA devices.
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One important consideration with VPN solutions is that authentication is usually done for the

| individual using the device, as opposed to the éevice itself. This means that if a device is lost or
stolen, and a password was compremiséd, a system administrator cannot restrict the device from
connecting to the VPN server. VPN solutions that are based on PKI authentication schemes are

preferred since they require more than just knowledge of a password.

With a VPN solution, data is decrypted behind an organization’s ﬁrewali. End—te—end’sécurity is |
maintained while the data travels over the wireless space, but the data is not end-to-end |
encrypted between the device and the application server the user is it}timateiy communicating |
with. This kind of end-to-end security must be z;cpémpﬁshed using a specific application’s end-

to-end security means, such as using SSL between a Web browser and a Web server.
A.2.4 Hybrid Cell Phones/PDAs

Devices with PDA technology incorporated into a cell phone havek the challenges of protecting
both a cell phone and a PDA. Fortunately, the solution is not as complex as it may seem. |
Although the device has cell phone capabilities, most agpiiéation functions are performed
téiraugh the PDA, using the cell phone data netwdfk as the network layer. This ;}ravidés two
advantages over using a cell phone without a PDA. First, applications for a PDA can include
application layer security, since thg PDA device has more éapabilities than a non-PDA cgll
phone. Second, yoﬁ can apply a VPN connection, so all network traffic, regardless of
application or protoéel, becomes encrypted. Thus, the PDA capa‘bilities allow the cell phone to

function more easily in an end-to-end encrypted fashion, than a cell phone without a PDA.
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A2.5 Blackberry PDA

The Blackberry™ PDA is being treated separately from other PDAs because of some unique
characteristics of the device, the technology behind the device, and a unique relationship
between Research in Motion (RIM), the makers of the Blackberry, and the National Security

Agency (NSA).

- The Blackberry PDA is an “always on” device that is always connected to the wireless network.
The device gained popularity with mobile users looking for efficient ways to have new email
messages “pushed” to them while away from the office. However, the Blackberry can be used
for much than just reading email. Some Blackberry devices support Internet Web browsers for

easy data access from anywhere there is coverage, and have support add-on custom applications

b

such as sales force automation tools.

Fundamentally, the Blackberry PDA has the same security related issues as other PDAs do, but

the Blackberry has a different set of solutions.

Data Prdtection

The issues relating to protecting data stored on a Blackberry are the same as the issues for
protecting data stored on a PDA. The solutions are also similar to those for other PDAs, with the

notable exception of the S/MIME Enhanced Blackberry (see description of this device below).

One interesting feature the Blackberry devices have is an automatic memory erase feature if too
many password attempts are tried. For the Blackberry, if ten bad password attempts are tried in a

row, the Blackberry automatically deletes all user data on the device.




Data Transport Protection
The Blackberry is an “élways on” deviée, and has network connectivity built-in to the device,
unlike other PDAs which do not always have built-in networking capabilities. The Blaci:berry
comes in two types: an Internet edition (like a Personal edition), gné an Enterprise edition. The |
Internet edition uses commercial wireless networks (like Mobitex or DataTAC) to connect to
cem;nerciai wireless gateways which then connect you to Internet resources. The Entérprise
edition, when used with a Blackberry Enterprise Server, uses commercial wireless neﬁ:vorks to
connect securely with the Blackberry Enterprise Server at your organization ’via a commercial
wireless gateway (RIM, 2002). This discussion will focus on the Enterprise edition, since that is

the version that supports encryption.

The Blackberry Enterprise Server (BES) complements the Blackberry PDA by providing ené-to-
end security between the wireless device and the BES. The BES acts as a Secure conduit for |
email messages, and integrates seamlessly with Microsoft Exchange or Lotus Danﬁnc mail

- systems. It also acts as a secure wireless gateway, penmttmg Tnple—DES encryption between
the Blackberry PDA and the BES. Addmanaﬁy, the Web browser embedded in the Blackberry
PDA includes support for SSL, so all network traffic between the Blackberry PDA and an

application Web server can be end-to-end encrypted (RIM, 2002).

Organizations with BEackberry' PDAs and Pa!mIPocket PCPDAs

In many respects, the Blackberry Enterpﬁse Server is analogous to using a VPN connection with
other PDAs. The capabilities are very siinilar, and the security benefits are virtually identical.
However, the two technologies mentioned a‘bové (VPN for non-Blackberry PDAs and BES for .
Blackberry PDAs) are not compatible with each other. A BES can only be used with Blackberry

PDAs, and there are no VPN clients for a Blackberry.
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Fortunately, there are third party tools that can protéct the transport of data over wireless
networks from both types of devices. These tools perform end-to-end encryption between a
wireless device and a machine behind the corporate firewall, using a scheme similar to VPN or a
BES. One solution is from GoAmerica, called Go.Web OnPrem. An organization installs a
Go.Web OnPrem server behind their firewall. The organization’s wireless devices are
configured to tunnel all network traffic through the Go.Web OnPrem server using Triple-DES
encryption. The Go.Web OnPrem server behind the firewall then decrypts the request, acts as a
- proxy for the user to fulfill the user’s request, re-encrypts the data response, and sends the

encrypted data back to the device (Go America, 2001).

S/MIME Enhanced Blackberry

Research in Motion (RIM) manufactures a special Blackberry PDA, the 957-8MB, also known
as the S/MIME Enhanced Blackberry or the “Cryptoberry.” This one-of-a-kind device i‘s the
only wifeless device currently approved by the NSA. It is the only wireless device to provide
true writer-to-reader security for wireless email, and has been approved to protect up to sensitive
but unclassified (SBU) / For official use only (FOUO) email. This device complies with the

DoD Public Key Infrastructure (PKI) policy and the DoD Overarching Wireless Policy (RIM,
2003).

The S/MIME Enhanced Blackberry is basically a RIM 957 PDA With extra memory and a
special version of the Blackberry operatiﬂg system. These upgrades permit the device to be used
to send S/MIME email (Secure/Multi-purpose Internet Mail Extension). S/MIME is a certificate
based extension to email that proirides writer-to-reader security, including confidentiality,
message integrity, and non-repudiation. The S/MIME Enhanced Blackberry can only be used for

email - all other functions of the device have been disabled. Even the use of file attachments iﬁ




email, normally supported by the Blackberry PDAs, is disabled on the S/MIME Enhanced

Blackberry.

The S/MIME Enhanced Blackberry system uses a Blackherry Enterprise Server to communicate
between an organization’s email system and the wireless devices. But since S/MIME is used by
the sender of an email message and by the user of the Blackberry device, data is encrypted at the
source, and decrypted at the recipient, providing true end-to-end encryption. This addresses the

NSA'’s concern about an internal attack on a BES.

The S/MIME Enhanced Blackberry is also compatible with the Common AcCess Card (CAC),a

Smartcard distributed to DoD personnel for maintaining keys for the DoD PKI system.

The S/MIME Enhanced Blackberry is an example of a third-party manufacturer working closely
with the NSA to design a device to meet the strictest of wireless security standards. Hopefully,

‘more vendors will take this route to develop truly secure wireless devices.
A26 80211

IEEE 802.11 is the Working Group for Wireless LANs. This Workhzg group has defined a
number of standards for Wireless LANS The most notable standard is 802.11b, also known as
Wi-Fi. Wi-Fi networks are ap;ﬁearing everywhere: at offices, at homes, at coffee shop_s, airports,
and hotels, just to name a few. This section focuses on the wireless security implications of |

using an 802.11 Wireless LAN.

There are many different types of devices that can connect to an 802.11 wireless LAN. These
include traditional computing devices like desktop PCs, laptops, and PDAs. But with the

popularity of 802.1 1, other types of devices can connect too, including home appliances and
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MP3 music players. Like other wireless technologies, the data transmitted across a wireless

802.11 network must be protected properly. This document will focus on transmitting data on an

802.11b wireless LAN.

Wireless secﬁrity was part of the 802.11b sfandard from the beginning. 802.11b network cards
a;ld access points can be configured to use the Wired Equivalent Privacy (WEP) encryption
standard. WEP is optional in 802.11b, and is not always used. WEP implementations provide
either 40-bit, 64-bit, or 128-bit encryption key. This key is common to all wireless cards and
access points on a given 802.11b LAN, and each device must be manually conﬁguréd with the

key to allow connectivity to take place.

When 802.11b became a standard, it was known that WEP had certain limitationé, but it was the
best available at the time. WEP has since been proven to be inadequate for securely protecting

- data sent on the wireless LAN (Weill, 2001). WEP should still be used, since it does provide
other benefits, like preventing rogue devices from connecting to a protected 802.11b network.
But the best hackers with the right tools can exploit the weaknesses in WEP and are able connect
a device to a WEP pfotected 802.11b network. Other data encryption mechanisms need to be

used to properly protect the data.

The easiest way to securely protect network traffic on an 802.11b network is to utilize a VPN
product. As mentioned earlier, a VPN product creates a secure conduit between the VPN client
and the VPN server, which is presumably behind an 'organization’s firewall. This conduit covers
the entire wireless path the data must take, and thus protects the data across the wireless path.

Additionally, VPN software can be configured to take advantage of an organization’s PKI

-inﬁ‘astructure.




The 802.11 working group has released a new standard calléd Wi-Fi Protected Aécess (WPA).
WPA is actually a subset of 802.11i, which is being made available kfor 802.11b equipment;
WPA fixes all of the weaknesses with WEP, and enhances key management that is lacking With
WEP. Many 802.11b products available toééy for WE? encryptién are vﬁa'sh-R{}M upgraéeabie
to support WPA, providing network adminis&étors an easy migaticn path. However, even with‘
the promise of WPA, cof;}orate policies may dictate the additional use of a VPN solution to
provide a higher level of security or for stfonger authentication, such as utilizing PKI (Wi-Fi |

Alliance, 2003).

Another solution is to use products developed by the Harris Ccrpération. Harris Corparaﬁan has
developed SecNet 11™, a Secure Wireless Local Area Network (SWLAN) product that has been
certified by the NSA for use in classified environments, to the Secret level. Special network
cards and access points can be used to transmit data encrypted using Type 1 encryption (Harris
Corp, 2003). Standard 802.11b cards and access points are not compatible with those made by

the Harris Corporation.

802.11a has all of the same issues as 802.11b, and some vendors are providing flash ROM
upgrades to 802.11a devices to add WPA to fix the problems in WEP (same solution as

]

802.11b).

802.11g has WPA built into it, so it is inherently more secure than 802.11b. One of the benefits
of 802.11g is that 802.11g is backwards compatible with 802.11b, so 802.1 1g networks can be
setup to allow both 802.11b and 802.11g devices to connect to each other. Unfortunately, when

802.11g devices interconnect with 802.11b devices, the network is reduced to support the lower
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standard of 802.11b, which doesn't include WPA. A WPA environment is not truly secure until

all devices are 802.11g devices (Marks, 2003).
A.3 Location Based Services

One of the new buzz phrases heard with many cellular phone carriers is “location based
services.” These services have drivers from two different areas: public safety and corporate
marketing. For public safety, there is a requirément by the FCC for 911 dispatch centers to be
able to determine the location of a 911 caller who is using a cell phone. Cellular phone carriers
have put equipment into place to pinpoint a caller’s location, and reléy that automatically to the
911 dispatch center. This equipment usually relies on triangulation between different celtular
towers, or it could utilize GPS technology. For corporate marketing, the.vision isthatasa
person walks_past a store front, their cell phone could beep alerting them of a special offer inside
the store. Corporations would pay cellular carriers to have these messages be sent to users’

phones when they are within a certain range of their store.

The bottom line is that regardless of whether you are using your device or not, the network
carrier knows where you are located. As long as your device is turned on, your device is in
semi-continuous communications with one or more towers, and the carriers can track where you

are located. And this technology extends beyond cell phones to pagers and PDAs also.

What if a hacker was able to also track where your device is? A lot could be gained by knowing

if several of high-level officials were all at the Pentagon at 3:00 am.

Some network carriers allow their users to opt-in to location based services, and also allow them

to opt-out of them when they want to. Allowing users to opt-out of these location services tells
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the device to stop sending location-based information to the carriers, giving the device owner
more control over what information is sent from their device at different moments in time
(Commerce on the Move, 2000). It is important to be cognizant that these capabilities exist, and

to see how they might affect the security requirements of an organization.
A.4 Conclusions and Recommendations

There are a lot of choices that facc an organization when it cémes fo selecting a wireless
communications product and/or technology. Each has its benefits and drawbacks, strengths and
weaknesses. Through our own experience in the field of wircless devices, based on the current
DoD regulations, and based on the characteristics of various wireless devices, mFI presents the
following conclusions and recommendations for the Air Force in ceﬁsidering the procurement of

wireless devices for use with mFI’s software.
A.41 Working with Classified Data

When working with ciéssiﬁed éata; éheices are limited. Only defices approved by the NSA an&
perform Type 1 encryption can be used. This limits the choices to the Sectera model of cell
phones, or the Harris Corporation line of 802.11b products. The other aitefna%ive istousea
more proprietary self-contained Land Mobile Radio (LMR) system ihat‘handies Type 1-

encryption.
A4.2 Working with Sensitive but Not Classified Data

In the non-classified world, there are many more choices for working with data in a wireless

environment. Often, there are factors other than security to consider when selecting a product.
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The following sample of commercial products/capabilities address wireless security issues in an

equivalent fashion:

1. Using 2-way pagers with V-ONE’s Air SmartGate
2. Using PDAs with strong authentication and encryption, plus a VPN solution
3. Using a Blackberry with a Blackberry Enterprise Server

4. Using 802.11 wireless device, plus a VPN solution

Each of these methods provides a secure end-to-end tunnel for data between a wireless device
and a corporate infrastructure. V-ONE uses a 128 bif RC4 encryption algorithm. VPN solutions
typically use AES, Triple DES, IPSEC, and/or RC4. The first three schemes allow devices
roaming on commercial wireless networks to have secure two-way channels back inside a
corporafe firewall, without compromising any of the flexibility of using these devices. The
fourth scheme allows wireless devices on a local 802.11b corporate network to exchange daté

securely, without the risk of compromise by a hacker attempting to infiltrate the 802.11b

network.

Air SmartGate encrypts messages locally on thé pager. For the second scheme, using strong

: autheﬁtication and encryption, like Certicom movianCrypt, protects the data on the device and
restricts access to authorized users. For the third solution, the optional S/MIME extension
locally encrypts mességes on the Blackberry using PKI. Without this S/MIME extension, the
default protections of the Blackberry would be used to protect locally stored data. For the fourth

scheme, a suitable product should be used to protect the data on the wireless device.
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Note that using PDAs with or without cell ph&ne voice capabiiitié:s is équivaient in this
configuration. A PDA with a built-in cell phéne Wﬂl‘use the cellular data network as the
network transport. A PDA without a built-in cell phone will requii'e acceés to some other
commercial data network, such as CDED, CDMA, or GPRS. But the security benefits provided
by the authentication, encryption, and VPN solution will apply universally across all |

configurations.

Using any of these schemes, users will notice little impact when using FASAT with sensitive
data vs. using FASAT in a non-sensitive data environment, except the user may have to enter
extra passwarés to establish extra connections (like VPN) to decrypt messages sent to them

Using any of the schemes hsted above, full FASAT functionality will be available to users.
A4.3 Where does this leave cell phones?

Cellular phones are probably the most common wireless device seen on the market today. Some
of the security flaws in cellular phones lie with cellular carriers, while etheré lie iﬁ the devices
and in the technology itself. SMS has ée guaranteed delivery provision, so zt cannot be relied
upon for mission critical applications. Wireless Web browsing lacks an end-to-end security
mechanism, unless a certain trust is placed in the cellular carrier that they will not exploit the
WAP Gap. Future versions of WAP will elimi;}ate the WAP Gap. Until then, cellular phones
should probably not be used for mission critical applications or for applications where end-to- -

end security is a major concern.

However, organizations often justify cell phones for their employees because the device owner
can get the most bang for their buck, having everything in one device. If a user chooses to use

FASAT in an environment with an emphasis on wireless security, and a user wishes to use a
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cellular phone as their notification device, the user might be negatively impacted with some

usability constraints.

Fortunately, FASAT is very flexible, and attempts to overcome these constraints as much as
possible. mFI’s software has the ability to contact a user on a vaﬁety of devices, using rollover
schemes. mFI recommends that if an organization wishes to use cellular phones, they should
send notifications to the device that minimize the amount of information sent. For example,
transmit only a URL or an id code that can be used to reference the Incident. They should
configure mFI’s software to send the notification first via SMS. The user should then
acknowledge their notification using either the Wireless Web capability on their cell phone, or
even use a more secure device to respond to their notification. Since SMS is not a guaranteed
delivery mechanism, the mFI software should be configured to use voice communications as a

backup notification means.

The organization should also realize that the contents of SMS messages stored in the memory of
a cell phone are not secure. Also, while the contents of an individual message may not be
considered sensitive, the combination of multiple messages might be considered sensitive.

Where security is a concern, mFI recommends deleting each message as soon as possible after

viewing it.
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